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Session 4: Substitution ciphers and frequency analysis

To develop knowledge and use of ciphers to include substitution 
ciphers and frequency analysis
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Let’s learn

In this session, you will discuss how you might make a Caesar 
cipher more secure by using a mixed-up alphabet. You will 
look at examples of substitution ciphers and learn how to 
use frequency analysis and common words to crack codes.

Let’s discuss

The security of the Caesar cipher rests on keeping the ‘key’ 
(how far along the alphabet the letters of the message are 
shifted) secret. This is a weak encryption system as it is easy 
to test all possibilities. 

1. How do you think it could be made more secure?
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Let’s learn

One idea might be that there is no need for 
the cipher alphabet to be kept in 
alphabetical order.

You can encode a message by substituting 
letters in the plain text alphabet for the 
letter in the corresponding position of a 
mixed-up alphabet. This is called a 
substitution cipher.

Let’s discuss

1. What other words can you make 

using the cipher alphabet on the 

right? 

If the mixed-up cipher alphabet is:

EPHUBNJTGAWCSZLVQDOXYKFIRM
E     H          L    O

HELLO is TBCCL

Encode: to change the form of a message 
into an agreed code
Do you know what encode means?
Click on this box to see the definition.
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Let’s do

There is a tool on The Black 
Chamber website. It creates 
substitution ciphers by mixing up 
the alphabet. 

Have a go and explore creating 
and using substitution ciphers 
using this online tool.

Tap the image to open the substitution 
tool on The Black Chamber website!

https://www.simonsingh.net/The_Black_Chamber/substitutioncrackingtool.html
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Let’s discuss

Think about the security of the substitution cipher method. 

Would it still be easy to test all possible keys?

Click to reveal the answer!

It is not easy to test all possible keys because there are 
endless possibilities. However, the system can still be quite 
easily broken because some letters and words occur in 
English more than others (letters e/t/a, words and/of/the).
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Letter Count

There is a frequency tool on the code 
cracking website The Black Chamber. 

This helps us to identify the possible 
letters as some as more popular than 
others. 

See if you can crack the code.

Click the image to open the frequency 
tool on The Black Chamber website!

http://www.simonsingh.net/The_Black_Chamber/letterfrequencies.html

